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Abstract
Human trajectory anomaly detection is critical for applications
such as security surveillance and public health, yet most existing
methods focus on vehicle-level traffic, with limited attention to
human-level trajectories. Due to the inherent sparsity of human
trajectory data, machine learning approaches are favored for de-
tecting complex patterns. However, concerns about model biases
and robustness have highlighted the need for more transparent
and explainable solutions. In this paper, we propose a lightweight
anomaly detection model specifically designed to detect anomalies
in human trajectories. We propose a Neural Collaborative Filtering
approach to model and predict normal mobility. Our method is de-
signed to model users’ daily patterns of life without requiring prior
knowledge, thereby enhancing performance in scenarios where
data is sparse or incomplete, such as in cold start situations. Our
algorithm consists of two main modules. The first is the collabora-
tive filtering module, which applies collaborative filtering to model
normal mobility of individual humans to places of interest. The sec-
ond is the neural module, responsible for interpreting the complex
spatio-temporal relationships inherent in human trajectory data.
To validate our approach, we conducted extensive experiments
using simulated and real-world datasets comparing to numerous
state-of-the-art trajectory anomaly detection approaches.
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Figure 1: A sample of anomaly trajectory (red) and Normal
trajectory (blue).

1 Introduction
A trajectory is a trace generated by a moving object in a geographic
space, usually represented by a sequence of chronologically ordered
points [61]. A semantic trajectory [38] is a sequence of chronolog-
ically ordered points where some points may be enriched with
semantic information such as the type of a visited place of interest.
Figure 1 shows an example of a semantic trajectory of a user in
the GeoLife [62] dataset in Beijing, China. Blue points form lines
to visualize the trajectory of the user and location markers high-
light staypoints that can be reverse geocoded to obtain semantic
information of visited places.

An anomaly is commonly defined as a data point that is sig-
nificantly different from the remaining data. Anomalies are also
referred to as abnormalities, discordants, deviants, or anomalies in
the data mining and statistics literature [1, 18, 46]. In this example,
the monitored user mainly stays within a certain area and only has
a single long-distance trip. Finding anomalous behavior in semantic
trajectories has many applications:
•Infectious Disease Early-Warning: a large number of people
staying at home from work may indicate an outbreak of an in-
fectious disease even before people notice more severe symp-
toms [37].
•Elder Monitoring: A person suffering from dementia wandering
the park at 11pm may indicate that the person might be lost and
in need of assistance [47, 51].
•Child Safety: A child being taken to a far away house when they
should be at school may indicate a possible child abduction [16].

Despite these important applications, the implementation of sys-
tems to support them is challenging, as it becomes very difficult
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to decide: What part of a trajectory is anomalous? What part is
normal? For example, Figure 1 shows the six-week trajectory of
a user in GeoLife. This trajectory allows us to observe the users
patterns of life: including their home location, their work or school
location, and other places the user likes to visit. Existing work on
trajectory-based user identification has shown that an individual’s
patterns of life are like a unique fingerprint [15, 45], thus allowing
identification of any individual human even among a large crowd
of users. But the goal of this work is not to identify users, but to
detect anomalous behavior within a user’s trajectory. Such anom-
alies, of having users deviate from their normal patterns of life,
may indicate a stolen phone or indicate distress, such as an ab-
ducted child or a lost elder with dementia. To illustrate the problem
of trajectory anomaly detection, Figure 1 depicts the multi-week
trajectory of GeoLife user 15. Let us assume that this trajectory
belongs to a nine-year-old child named Maria. Also, assume that
the one trip to the East of the City happened during a time when
Maria would normally be at school. Do we think that this trip is
anomalous? Could it be that Maria was abducted? We don’t really
have enough information to answer this question without knowing
the semantics of the visited place. Maybe this is the location of the
National History Museum that high school classes commonly visit
and Maria is happily looking at dinosaur fossils? Maybe this is the
location of the home of Maria’s friend, whom other children like
Maria often visit to skip school. None of these cases would be cause
for safety concerns. We use this stylized example to show that we
need to know more than just time and location to infer anomalous
behavior: We need the semantics of places: What other individuals
visited this place? Even though Maria never visited this place: Is it
normal for others like Maria to visit this place?

Over the past few decades, a considerable amount of research
has been dedicated to trajectory anomaly detection across multi-
ple domains, including human mobility [7, 34], maritime [33], and
transportation [14]. These works mainly define anomaly trajecto-
ries as those that exhibit a large distance (in space and time) from
other trajectories. However, the above example shows that space
and time alone do not suffice to discriminate between normal-but-
not-yet-observed and anomalous movement. To fill this research
gap, we propose to consider using the semantics of locations: What
is the (latent) semantic or purpose of a visit?

But how can we infer the latent semantics of a trip when tra-
jectory data only includes location information? To answer this
question, we propose to use a Collaborative Filtering (CF) approach.
CF is traditionally used in recommendation systems and leverages
the known preferences of a group of users to make recommenda-
tions or predict the unknown preferences of other users [48]. For
example, in the Netflix Prize competition, the winning proposal,
"Cinematch," demonstrated the effectiveness of CF by surpassing
Netflix’s own system by more than 6% [8]. The advantage of CF is
that it does not require semantic data to infer semantic information:
In the movie recommendation example, without needing to know
the semantics of movies (genres, actors, etc.) and without knowing
the preferences of users (children, action, anime, love stories), CF
allows one to estimate the rating that a user will give to a movie by
looking at similar users (similar in terms of what movies they liked)
and similar movies (similar in terms of liked by similar users).

Figure 2: A stylized example of a User-POI matrix

Figure 3: Expected User-POI visits obtained from the User-
POI Matrix of Figure 2. Obtained via Randomized Singular
Value Decomposition having three latent components.

While these systems estimate the likelihood that a user will
like a movie, our idea is to use collaborative filtering to estimate
the likelihood that a person will visit a place. Even though Maria
never visited the National History Museum and even though the
Museum is far from her home and school, our model may give
a high likelihood for Maria to visit the Museum. That’s because
other children (who visit places similar to Maria, such as elementary
schools, playgrounds but not universities and bars) have also visited
theMuseum in the past. The CFwill give us, for each (person, place)-
pair a likelihood that the user would (normally) visit this place. For
(person, place) pairs for which the model estimates a very low
likelihood of a visit, the model tells us: “This person should not
normally visit this place”. If we observe such a visit in the data,
the model will be surprised. We can measure this surprise as the
difference between the expected value and the observed value in
test and use it report anomalous.

To illustrate this concept, Figure 2 presents a stylized example
of a User-POI matrix. This matrix captures the number of visits by
each of five users to eight different Points of Interest (POIs). For
instance, User 1 visits a house (likely their home) 34 times, an office
building (likely their workplace) 20 times, a restaurant (possibly
their favorite) 8 times, and a bar three times. User 2 visits entirely
different locations, while User 5 lives in the same area as User 1
and frequents similar places. Figure 3 shows the same matrix after
factorization using Singular Value Decomposition (SVD) with three
latent components and re-expansion of the factor matrices. Thus,
Figure 3 is the result of a coder-decoder approach: SVD encodes
the matrix into a compressed representation that aims at filtering
noise and retaining signal. Then, the re-expansion of the factor
matrices decodes this latent representation into a full matrix after
dropping the least important principal components. Intuitively, we
can interpret Figure 3 as a recommendation matrix: Where does
the SVD model think each user should normally go? Figure 4 then
measures the reconstruction difference between the original User-
POI matrix and the SVD-generated matrix. A high surprise score



Neural Collaborative Filtering to Detect Anomalies in Human Semantic Trajectories GeoAnomalies’24, October 29-November 1, 2024, Atlanta, GA, USA

Figure 4: Measuring Surprise between the expected User-POI
Matrix and observed User-POI visits.
indicates that the user is more likely to visit a POI that they are not
typically expected to visit. We see that User 1 visited two places in
the test period that were never visited by User 1 in the train period.
However, the model judges the visit to the house (third column in
Figure 4) as non-surprising. Because others like User 1 visited this
house, the model even expected User 1 to visit this house 2.52 times.
However, the new restaurant that User 1 visited (second column
from the right in Figure 4) yields a high model surprise. The model
estimated User 1 to visit this place -0.61 times. This means that the
model did not expect User 1 to visit this location as other users like
User 1 did not visit this location (or other locations like this one).
We can use this surprise to flag this visit as a potential anomaly.

Despite the broad applications for anomaly detection in semantic
trajectories, this area remains substantially under-researched. A
main reason is a lack of semantic trajectory data with ground truth
anomaly labels. Both privacy considerations and a lack of partici-
pant initiative result in datasets that are sparsely populated [11, 19,
49]. For example, the commonly used GeoLife dataset [62] includes
only 182 users. But over the five years covered by the dataset, more
than 60% of the users have fewer than 50 recorded trajectories, and
around 70% of POIs are visited by only one or two users. In addition,
this dataset has no ground truth on whether any segments of the
trajectories can be considered as anomalous.

We also step towards filling this research gap by providing tra-
jectory datasets that have labels for anomalous trajectories. We
provide (1) a dataset generated via user-based simulation for which
we change the decision-making process of users while they are
anomalous, and (2) a dataset generated from GeoLife in which we
artificially introduce anomalous behavior by replacing the normal
trajectory of users with the trajectory of other users.

To address the sparsity of the data, we leverage a deep learning
approach to fill the gaps of missing data. Existing work in trajectory
mining focusing primarily on temporal information for sequence
embedding or integrating spatial information into Graph Neural
Network (GNN) architectures [13, 53]. However, these approaches
significantly increase computational costs [35] and require high-
quality POI annotation. To address these challenges, we propose a
collaborative filtering-based unsupervised anomaly detection ap-
proach in the context of human trajectory anomaly detection tasks.

To address those issues, we provide a modified neural collabora-
tive filtering architecture to capture person-level human trajectory
anomalous. The main contributions of this work are as follows.
(1)We present a neural collaborative filtering architecture to model

the users’ daily patterns of life without prior knowledge.
(2)We ascertain that neural collaborative filtering (NCF) can be

effectively applied to the spatial-temporal anomaly detection
domain. By employing an appropriate surprise function and

training strategy, the model’s cold start performance can be
significantly enhanced.

(3)We perform extensive experiments on three highly sparse and
extremely imbalanced datasets [2, 4, 62] to demonstrate the ef-
fectiveness and the promise of our neural collaborative filtering
approaches on the user-level spatial-temporal anomaly detection
domain.
This paper is organized as follows: In Section II, we explicate

the basic concepts of user-level spatial-temporal trajectories and
anomalous, as well as various anomaly detection methods and col-
laborative filtering techniques. For better understanding, Section III
introduces the fundamental concepts and definitions of our method.
Section IV introduces our methodology and its structure, detailing
a Multi-Layer Perceptron (MLP) module and Matrix Factorization
(MF) module. It also includes a discussion of the designed surprise
functions and other relevant components of our approach. Sec-
tion V details the experiments conducted on several datasets using
our methodology. Finally, Section VI presents our conclusions and
future work.

2 Related Works
Here, we summarize widely used trajectory anomaly detection
methods, both traditional and machine learning approaches in Sec-
tion 2.1 followed by a introduction to the collaborative filtering
method, covering its algorithm, applications, and recent develop-
ments in Section 2.2.

2.1 Trajectory Anomaly Detection
Over the past few decades, a broad spectrum of trajectory anomaly
detection methods has been introduced. In this section, we sys-
tematically categorize these approaches into statistical, knowledge-
driven, and machine learning approaches.
2.1.1 Statistical Approaches: Those methods are commonly used
in conventional anomaly detection. These methods rely on distance
or probability distributions, such as the Gaussian distribution, to
identify data points that significantly deviate from the norm.

Knorr and Ng [25] pioneered the concept of anomaly detection
algorithms. In their distance-based approach, a data point is identi-
fied as an anomaly if fewer than𝑘 other points are within a specified
distance (𝛿) from it in the dataset. Liu et al. [31] introduced the
Isolation Forest algorithm(IForest), which detects anomalies using
binary trees. This method operates on the principle that anomalous
are a minority and have attributes that differ markedly from normal
instances. The algorithm isolates these anomalies by recursively
partitioning the data into smaller subsets. If a forest of random
trees consistently produces shorter path lengths for specific data
points, those points are identified as anomalies. Laxhammar et
al. [28] conducted a comparative study of the Gaussian Mixture
Model (GMM) and Kernel Density Estimator (KDE) for anomaly
detection in maritime traffic. Their study found that while KDE
excels at capturing the intricacies of normal traffic, especially along
sea lanes, both GMM and KDE have their limitations in detecting
anomalies. Ristic et al.[42] proposed a method to extract motion
patterns from historical AIS data, which are then used to build
anomaly detectors based on adaptive kernel density estimation
(AKDE). This method supports real-time anomaly detection by se-
quentially applying the detector to incoming AIS data. Wang et
al. [52] proposed a trajectory-based anomaly detection algorithm
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UserId 𝑥𝑖 (Latitude) 𝑦𝑖 (Longitude) 𝑡𝑐𝑖 (CheckinTime) 𝑡𝑙𝑖 (LeavingTime) 𝑠𝑖 (VenueType)
153 39.935892 116.453081 2009-06-21T03:03:01 2009-06-21T03:38:57 Workplace
153 39.998524 116.387211 2009-06-21T03:38:59 2009-06-21T04:08:00 Restaurant
153 39.991694 116.389809 2009-06-21T04:27:56 2009-06-21T05:00:27 Recreational
153 39.991424 116.384395 2009-06-21T05:24:01 2009-06-21T05:53:31 Recreational
153 39.995926 116.390297 2009-06-21T06:12:41 2009-06-21T06:52:45 Apartment

Table 1: A template of human spatial-temporal trajectory datasets utilized in this paper.

using multidimensional Hidden Markov Models (HMMs) for model
training and likelihood estimation. Their approach allows for real-
time detection of anomalous from sensor data, effectively identify-
ing long-term deviations from normal behavior patterns. Piciarell
et al. [40] developed a system for detecting anomalous events using
trajectory analysis, particularly for video and traffic surveillance.
Their system clusters anomalous trajectories with support vector
machines (SVMs). Thang & Kim [50] proposed an improved DB-
SCAN algorithm, known as DBScan-MP, where each cluster may
have different epsilon and minpts values, enhancing its adaptability
and performance in identifying clusters and anomalous.
2.1.2 Knowledge-Driven Approaches. Knowledge-driven approaches
leverage expert knowledge—such as traffic rules, navigational ex-
perience, and established physical models—to assess whether a
ship, vehicle, or individual is exhibiting anomalous behavior [12].
These approaches are particularly effective in domains like anoma-
lous ship behavior detection (DBAS) and vehicle-to-vehicle (V2V)
obstacle detection.

Avram et al. [5] introduced amethod that combines expert knowl-
edge with ship behavior data to develop a ship anomaly detector.
This integrated approach optimizes purely data-driven models by
refining their structure and making secondary corrections to their
outputs. Wu et al. [55] developed the DB-TOD model to detect
anomalous in vehicle trajectories. By capturing driving behavior
and preferences from historical data, this probabilistic model cal-
culates the latent costs of routing decisions using feature counts
and latent biases, effectively identifying anomalous in both full and
partial trajectories. Zhu et al. [67] proposed the Time-Dependent
Popular Route (TPRO) algorithm, which evaluates trajectory anom-
alies by considering spatial and temporal characteristics. The TPRO
algorithm accounts for the varying popularity of routes between
locations, assigning different weights to each when calculating
anomaly scores. Yuan et al. [57] developed the Trajectory Outlier
Detection based on Structural Similarity (TOD-SS) algorithm. This
method segments trajectories based on angles at each point and
calculates distances between sub-trajectories using features such
as direction, speed, angle, and location. Yu et al. [56] presented
the Trajectory Outlier Detection using Common Slice Subsequence
(TODCSS) algorithm, which improves accuracy by combining fea-
tures like direction, position, and continuity to detect anomalies
across consecutive anomalous segments. Kinematics extraction,
as discussed in studies like [14, 29, 33], Those methods integrates
kinematic principles to produce precise and physically realistic
trajectory predictions.
2.1.3 Machine Learning Approaches. Recent advancements in ma-
chine learning have introduced promising solutions for anomaly
detection, utilizing sophisticated neural network architectures to
improve the identification of anomalies. These developments offer

enhanced capabilities for detecting complex patterns and devia-
tions that traditional methods might miss. Given the challenges of
trajectory data sparsity and anomaly characteristics, Graph Neural
Networks (GNNs) are increasingly employed in trajectory anomaly
detection due to their ability to work with graph-structured data
and ability to capture complex spatial patterns [44].

Recently, there has been a significant advancement in GNN:
Goodge et al. [21] proposed LUNARwhich utilizes information from
a node’s nearest neighbors to identify anomalies. Zhou et al.[66]
introduced AST-GNN, an attention-based spatio-temporal graph
neural network that enhances pedestrian trajectory prediction by
effectively capturing complex interactions and unique motion pat-
terns. Zheng et al.[60] introduced AddGraph, which combines an
extended temporal GCN with an attention-based GRU to detect
anomalies in dynamic graphs. It captures node and edge informa-
tion, updating node embeddings and hidden states at each time
step. Anomaly scores are assigned to edges based on the associated
nodes.

Another category of deep learning models, aside from GNNs,
includes various neural network approaches that treat the trajectory
as a series to learn complex patterns and identify anomalies known
as series learning models. These methods, including Recurrent
Neural Networks (RNNs) and Long Short-Term Memory (LSTM)
networks, are particularly effective for analyzing sequential or
temporal data.

For example: Niu et al. [36] introduce an adaptive LSTM that
utilizes temporal continuity in sequential data. By incorporating a
mask gate and maintaining span, this LSTM can update memory
adaptively based on changes in the sequence input at each time step.
Autoencoder methods have also been effectively applied to trajec-
tory anomaly detection. Liu et al. [32] proposed a semi-supervised
approach based on a Variational Autoencoder (VAE) called GM-
VSAE, which models the probability distribution of route patterns
in the latent space using a Gaussian mixture distribution. This
method allows for the identification of anomalous by assessing the
likelihood of a trajectory being generated from normal patterns.
Similarly, Han et al. [22] introduced DeepTEA, a semi-supervised
method designed to detect time-dependent trajectory anomalous.
DeepTEA employs a Convolutional Neural Network (CNN) tomodel
road traffic conditions and utilizes a Gaussian Mixture VAE to cap-
ture latent trajectory patterns.

2.2 Collaborative Filtering
Collaborative Filtering (CF), first introduced in the 1990s [20], is
a widely used technique in recommendation systems. Originally,
CF involved users collaborating to filter information by recording
their reactions to documents they read, allowing others to access
these reactions. As a popular recommendation model, collaborative
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filtering utilizes ratings or other forms of user feedback to iden-
tify shared preferences among users. It then provides personalized
recommendations based on these similarities, without requiring
external information about the items or users. Collaborative Fil-
tering employs two main techniques: the neighborhood approach
and latent factor models. [27]. The neighborhood approach models
a user’s preference for an item based on their ratings of similar
items, while latent factor models utilize a shared latent factor space
between items and users to explain ratings. Nowadays, by leverag-
ing advanced techniques such as matrix factorization [10], singular
value decomposition [39] and integration of deep learning [9, 23, 54]
have further enhanced the accuracy and scalability of collaborative
filtering models.

3 Preliminaries
In this section, we present the key concepts and definitions essential
to our study on trajectory anomaly detection used in the following
sections.

3.1 Human Semantic Trajectory Representation
A semantic trajectory is represented as a sequence of staypoints (or
“check-ins”) 𝑇 = {𝑝1 → 𝑝2 → · · · → 𝑝𝑛} where 𝑛 is the number of
staypoint observations in the trajectory. Each staypoint observation
𝑝𝑖 in this sequence is a six-tuple (𝑢𝑠𝑒𝑟𝐼𝐷, 𝑥𝑖 , 𝑦𝑖 , 𝑡𝑐𝑖 , 𝑡𝑙𝑖 , 𝑠𝑖 ), 𝑢𝑠𝑒𝑟𝐼𝐷
is a unique identifier of an individual user, 𝑥𝑖 is the longitude, 𝑦𝑖
is the latitude, 𝑡𝑐𝑖 is the “check-in” timestamp when the trajectory
𝑇 reaches point 𝑝𝑖 (𝑥𝑖 , 𝑦𝑖 ), 𝑡𝑙𝑖 indicates the time the user leaves
that point, and 𝑠𝑖 provides semantic information about the visited
location such as the type of PoI. Table 1 provides an overview of
the spatial-temporal trajectory for User 153. The first line of this
example shows that this user stayed at a Workplace with the given
coordinates from 03:03:01am (GMT) to 03:38:59am (GMT) and went
to a restaurant shortly after.

The collection of all users’ trajectories can be denoted as T =

{𝑇1,𝑇2, . . . ,𝑇𝑚}, where𝑚 is the number of trajectories or users.
Given the above definitions, in the next subsection, we formally

formulate the trajectory anomaly detection problems.

3.2 Human Spatial-temporal Trajectory
Anomaly Detection

We assume the availability of (1) a training period during which
we assume that users exhibit normal behavior and (2) a test period
during which some users may exhibit anomalous behavior. The
goal of trajectory anomaly detection is to identify the set of anoma-
lous users during the test period using models of normal behavior
learned using the train period. Formally,

Definition 3.1 (Train and Test Period). Let T = {𝑇1,𝑇2, . . . ,𝑇𝑚}
be a set of trajectories of𝑚 users. We assume that any staypoint
that started before a specific staypoint in time 𝑡𝑠𝑝𝑙𝑖𝑡 exhibits normal
behavior and anomalous behavior may occur after 𝑡𝑠𝑝𝑙𝑖𝑡 . Then, we
can define a training trajectory:

T𝑇𝑟𝑎𝑖𝑛
𝑖 = {(𝑢𝑠𝑒𝑟𝐼𝐷, 𝑥𝑖 , 𝑦𝑖 , 𝑡𝑐𝑖 , 𝑡𝑙𝑖 , 𝑡𝑖 ) ∈ 𝑇𝑖 |𝑡𝑐𝑖 <= 𝑡𝑠𝑝𝑙𝑖𝑡 },

and a testing trajectory:

T𝑇𝑒𝑠𝑡
𝑖 = {(𝑢𝑠𝑒𝑟𝐼𝐷, 𝑥𝑖 , 𝑦𝑖 , 𝑡𝑐𝑖 , 𝑡𝑙𝑖 , 𝑡𝑖 ) ∈ 𝑇𝑖 |𝑡𝑐𝑖 > 𝑡𝑠𝑝𝑙𝑖𝑡 }.

This allows us to define a train dataset as

T𝑇𝑟𝑎𝑖𝑛 = [𝑇1, ...,𝑇𝑚],
and a test dataset as

T𝑇𝑒𝑠𝑡 = [𝑇1, ...,𝑇𝑚] .

The goal of trajectory anomaly detection is to detect trajectories
𝑇𝑇𝑒𝑠𝑡
𝑖

∈ 𝑇𝑇𝑒𝑠𝑡 what exhibit changes that deviate so much from their
normal behavior that they rouse suspicion that they may have been
generated by a different process. Intuitive, such different process
may be different individuals (for example due to a stolen cellphone),
a sudden change in behavior (such as exposure to an infectious
disease), or a gradual change in behavior (such as the progress of a
mental illness).

Definition 3.2 (Trajectory Anomaly Detection).
Let T = {𝑇1,𝑇2, . . . ,𝑇𝑚} be a trajectory dataset split into 𝑇𝑇𝑟𝑎𝑖𝑛
and 𝑇𝑇𝑒𝑠𝑡 , and let 𝑃 ⊆ 𝑇𝑇𝑒𝑠𝑡 be a set a anomalous trajectories. The
task of Trajectory Anomaly detection is to find 𝑃 .

Given a training set of usersU and their normal trajectory pairs
T𝑢 , the objective is to identify anomaly users 𝑈𝑎𝑛𝑜𝑚𝑎𝑙𝑦 in the test
set who exhibit substantial deviations from the typical trajectory
patterns established across the training population. These devia-
tions are quantified using a score function 𝑓𝑠𝑐𝑜𝑟𝑒 , which measures
the extent of divergence from the common patterns observed within
U.

This goal presents several unique challenges:
(1) Challenges in sparse data: Accurately clustering users based

on their patterns of life involves addressing complex issues re-
lated to both inter-user interactions and the broader context of
their trajectories. One challenge as we mentioned before is the
reliable formation of user clusters from datasets that are both
sparse and consist of only positive pairs. The challenge lies in
ensuring that the model consistently generates accurate user pat-
tern clusters from a dataset that is only include positive pairs and
highly sparse. Many POIs are visited by only a few users, which
exacerbates the difficulty of achieving comprehensive clustering.
To address this, the clustering algorithm must effectively iden-
tify and interpret meaningful interactions among users despite
the limited data coverage. Meanwhile, these methods must be
robust enough to ensure prediction accuracy, even when data is
unevenly distributed.

(2) Challenges in quantifying anomalous: Human behavior is
inherently dynamic and can be influenced by various temporal
and spatial factors. Traditional anomaly detection methods may
be inadequate in this context, as they might misclassify new or
infrequent POIs as anomalies. This limitation underscores the
need for more sophisticated approaches to accurately quantify
anomalous. Sophisticated approaches are required to accurately
identify and score anomalous, effectively distinguishing between
genuine anomalies and legitimate but less frequent behaviors.

4 Methodology
In this section, we introduce our neural collaborative filtering-based
unsupervised anomaly detection approach for human trajectory
analysis. While this section provides ideas, concepts, and theory, the
interested reader may find implementation details in our GitHub
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Figure 5: The illustration of our proposed NCF model. (Left) Extraction of spatio-temporal embeddings from input trajectories;
(Middle) Neural Collaborative Filtering with two-level of prediction; (Right) Anomaly scores based on weighted prediction.
Repository at https://github.com/alex-cse/NCF_AHSTD. Notably,
our method can identify anomalous users without any explicit
semantic information of places. Instead, our approach extracts latent
semantic information using collaborative filtering (based on users
visiting similar places and places visited by similar users). Our
framework comprises two modules:
(1) The Collaborative Filtering Module uses collaborative filtering

to model the User-POI visit matrix observed in the train period.
It identifies anomalous users by measuring surprise, that is by
detecting deviations from typical (model) trajectory patterns
observed in the test period.

(2) Neural Module: This module take the advantage of neural net-
works to interpret the complex spatial-temporal relationships
within the data. Traditional methods like collaborative filtering
often fall short when dealing with those spatial-temporal data
because they may not fully capture non-linear patterns or subtle
dependencies within the dataset.

To effectively quantify anomalous users, we employ an accumula-
tor based on a continuous-state Markov chain to calculate anom-
aly scores. This approach is grounded in the principle that each
user’s trajectory is conceptualized as a sequence where each event
is influenced by the preceding one, but making the simplifying
(Markov-)assumption that the future is conditionally independent
of the past given the present. We assume that when a trajectory
exhibits anomalous behavior, this behavior not only affects a single
staypoint, but affects a chain of subsequent events. For instance,
this might manifest as an increase in travel distance or as visits to
a POI during an atypical time frame. To capture these anomalies,
the accumulator evaluates each POI for every user based on the
trajectory sequence. By doing so, our method can detect not only
extreme anomalous but also users with moderate deviations from
the expected patterns in their overall trajectory.

4.1 Neural Collaborative Filtering Model
To thoroughly explore and understand the spatio-temporal inter-
actions between users and POIs, we propose a streamlined neural
collaborative filtering approach [23, 41]. This model leverages a
Multi-Layer Perceptron (MLP) module to effectively capture and
learn both the temporal and spatial mobility of users, as well as
the spatio-temporal relationships among various locations. By in-
tegrating the MLP module with a matrix factorization framework,

we enable a comprehensive analysis of users’ behaviors over time
and the intricate spatial interactions between different POIs.

Our proposed architecture is illustrated in Figure 5. Specifically,
within the trajectory pairs denoted asT , we analyze the interactions
between users 𝑢 and their respective POI 𝑝𝑖 , forming trajectory
pairs T𝑢𝑖 . In the context of T𝑢𝑖 , we consider several key parameters.

• ℎ ∈ [0, 23] is the hour of check-in, providing a temporal
resolution on an hourly basis.

• 𝑑 ∈ [0, 6] is the day of the week when the check-in occurs.
• The geographical location 𝑙 specifies the geographical loca-
tion of the check-in, which is critical for spatial analysis.

Additionally, we preprocess the data within each trajectory pair T𝑢𝑖
make it encompassed a set of movement attributes, including stay
duration, and distance traveled. The stay duration indicates the time
spent at a particular location, while movement speed and distance
provide insights into the mobility patterns and travel behaviors of
the user. The final tuples Z of user 𝑖 and POI 𝑗 pair can be represent
as:

Zi,j =


𝑢𝑖
ℎ 𝑗
𝑑 𝑗
𝑙 𝑗

 (1)

In this context, ℎ 𝑗 , 𝑑 𝑗 , and 𝑙 𝑗 denote the embeddings corresponding
to the hour of the user’s arrival at the POI, the week of of day
the user’s visit the POI, and the movement distance from previ-
ous check-in POI (calculate base on latitude and longitude) of the
POI, respectively. After that we applied a three-layer MLP mod-
ule to learn the interactions of latent features, the equation can
represented as:

𝜙𝑀𝐿𝑃 = 𝑎3
(
𝑊𝑇

3

(
𝑎2

(
𝑊𝑇

2

(
𝑎1

(
𝑊𝑇

1 Z + b1
))

+ b2
))

+ b3
)

(2)

Here, Z is the input latent feature vector,𝑊𝑖 and b𝑖 are the weight
matrices and bias vectors of each layer, and 𝑎𝑖 represents the acti-
vation functions applied at each layer. For the Generalized Matrix
Factorization component, we also utilize embeddings derived from
the vectors Z, incorporating additional information about the POI
type 𝑡 . Given that users 𝑢𝑖 have features like hour ℎ𝑖 , week of day
𝑤𝑖 , and distance 𝑑𝑖 , and POI 𝑝 𝑗 have features like type 𝑡 𝑗 , the equa-
tion for matrix factorization incorporating these auxiliary features

https://github.com/alex-cse/NCF_AHSTD
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can be written as:

𝜙𝑀𝐹
𝑖 𝑗 ≈ 𝑢𝑇𝑖 𝑝 𝑗 + (𝑤1 · ℎ𝑖 +𝑤2 · 𝑑𝑖 +𝑤3 · ℎ𝑖 ) + (𝑤4 · 𝑡 𝑗 ) (3)

Where the𝑤1,𝑤2,𝑤3,𝑤4 are weights for the corresponding auxil-
iary features. This equation combines the latent factor model with
additional terms that account for the auxiliary features, allowing us
to capture both latent features (inferred from similar users visiting
the same POI) and explicit features (such as known types of POIs
like restaurants or schools).

In our Spatial-Temporal model, we extend beyond the conven-
tional method by integrating not only user and POIs latent variables
but also additional latent features specifically designed to capture
spatial and temporal dynamics. This includes geographic informa-
tion that captures the spatial context of the interactions, as well
as temporal attributes that detail the duration of stays and specific
visit times. The geographic information provides a framework for
understanding the spatial relationships and locations of the stay-
points of interest, while the temporal attributes offer insights into
the timing and frequency of visits. After the initial embedding layer,
the model utilizes multiple fully connected layers, which function
as neural collaborative filtering layers. The overall MLP module
was trained on the training dataset T𝑇𝑟𝑎𝑖𝑛 , with the objective of
capturing the representation of normal patterns. Once trained, any
deviations from these established patterns are indicative of anom-
alies in the test dataset T𝑇𝑒𝑠𝑡 . In the following section, we describe
how to measure these deviations and to identify anomalous users.
4.2 Quantification of Anomaly Scores
We propose two measures to quantify the degree to which an in-
dividual is anomalous: The first measure directly considers the
difference (the surprise) between the expected (by the NMF model)
score 𝜙𝑀𝐹

𝑖 𝑗
of an individual 𝑖 visit a place 𝑗 (described in the pre-

vious section) and the observed visits T𝑇𝑒𝑠𝑡 . While some places
are visited by a large number of individuals every day, other places
may have very few or no daily visits. For such places, it becomes
difficult to predict which individual may visit them, and, conse-
quently, a (normal) visit may incur a large surprise to the model.
To avoid incurring such false positives, we additionally propose
not only to predict (and measure surprise) for individual POIs, but
also for the type of POI visited. As an intuitive example, it may
surprise the model that individual 𝐴 visits, during lunch time, a
new German restaurant that none have visited during the training
period (because the restaurant may not have opened yet). But it is
not surprising that 𝐴 visits a restaurant during lunchtime as they
always do. This section describes details for both these measures.
4.2.1 User-POI Matrix Reconstruction Surprise: This surprise func-
tion assesses the discrepancy between the User-POI visit status
matrix in the test set and its training set Matrix Factorization re-
construction. The User-POI visit status matrix is a binary matrix
where each entry signifies whether a specific user has visited a
particular POI. A high difference in the User-POI Reconstruction
Error indicates that the reconstructed matrix significantly deviates
from the actual visit status matrix, suggesting that the user’s be-
havior is inconsistent with the expected patterns and should be
considered anomalous. In the training matrix, each observed User-
POI pair is given a value of 1 if the corresponding user visited the
corresponding POI, and 0 otherwise. The factorized model aims

at reconstructing this matrix using compressed information, thus
assigning a visit score to each User-POI pair. We note that these
scores may be less than 0 or greater than 1 and thus, should not be
interpreted as probabilities.1

Applying a Generalized Matrix Factorization provides a matrix
𝜙𝑀𝐹 with dimensions 𝑚 × 𝑛, where 𝑛 represents the number of
individuals and 𝑚 denotes the number of POIs. We propose to
simply use the absolute difference between this prediction and the
observed visits as follows:

surprise𝑖 𝑗 =
���𝜙𝑀𝐹
𝑖 𝑗 − T𝑇𝑒𝑠𝑡

𝑖 𝑗

��� (4)

This method ensures that user-POI visit will receive a low surprise
if the user visits the POI in the test period but the POI is considered
a typical location based on the collaborative filtering. Conversely,
an anomalous POI, which deviates from the expected pattern, will
be assigned a higher surprise. We note that this surprise function
also gives a high surprise to a place that is NOT visited in the test
period but is expected to be visited by the collaborative filtering
model.

If we have additional information about the semantics of the
anomalies that were expecting to find, we can adopt the above sur-
prise function accordingly. For example, if we know that anomalous
agents visit places they would not normally visit (such as going
to random places), we can reflect this apriori knowledge in the
surprise by only counting surprise for POIs visited in Test:

surpriseNewPOI = min(0,T𝑇𝑒𝑠𝑡
𝑖 𝑗 − 𝜙𝑀𝐹

𝑖 𝑗 ) (5)

Analogously, if we know that anomalous agents stop visiting places
they would normally visit (such as skipping going to work), we can
adopt the surprise function to only consider POIs that were not
visited in Test:

surpriseMissingPOI = min(0, 𝜙𝑀𝐹
𝑖 𝑗 − T𝑇𝑒𝑠𝑡

𝑖 𝑗 ) (6)

If we have no apriori knowledge about how anomalies manifest,
we can use the surprise function surprise𝑖 𝑗 in Equation 4.

The surprise functions defined in Equations 4-6 provide us with
anomaly scores for individual individual-POI pairs. To obtain anom-
aly scores at the individual user level, we aggregate these scores by
individual. The accumulated error for user 𝑖 can be computed as:

surprise𝑖 =
𝑚∑︁
𝑗=1

surprise𝑖 𝑗 (7)

The implicit assumption that we make here is that an anomalous
user may have more than a single anomalous visit. Depending on
apriori information of what may constitute anomalous behavior of
an individual user, we can adapt this surprise function accordingly.
For instance, if we know that an anomalous user will visit exactly
one anomalous place, then we can adjust this user-level surprise
function by computing the maximum surprise over all POIs of the
same user:

surprisesinglePOI
𝑖

=
𝑚max
𝑗=1

surprise𝑖 𝑗 (8)

1Although we note that using a logistic model that maps scores to probabilities in the
interval [0,1] may be an interesting extension of the model.



GeoAnomalies’24, October 29-November 1, 2024, Atlanta, GA, USA Liu et al.

4.2.2 POI Type Surprise. In addition to measuring surprise at indi-
vidual POI level, we also propose to measure surprise the the POI
type level. The surprise function at the POI type level quantifies
the divergence between the model’s predicted POI type and the
actual POI type. This approach is specifically designed to address
the issue of data sparsity: Even though individual POIs may not
have enough visits to allow the collaborative filtering to model the
latent features of the POI.

Given a set𝐶 = {𝑐1, ..., 𝑐 |𝐶 | } of types (classes) of POIs, and letting
𝑐 (𝑝 𝑗 ) be the class of POI 𝑝 𝑗 , then the probability of class 𝑘 ∈ 𝐶

visited by user 𝑢𝑖 can be calculated as:

𝑝𝑖𝑘 =

∑𝑚
𝑗=1 T 𝑡𝑟𝑎𝑖𝑛

𝑖 𝑗
· I(𝑐 (𝑝 𝑗 ) = 𝑘)∑𝑚

𝑗=1 T 𝑡𝑟𝑎𝑖𝑛
𝑖 𝑗

(9)

where 𝑚 is the number of POIs and I(𝑐 (𝑝 𝑗 ) = 𝑘) is an indicator
function that returns 1 if POI 𝑝 𝑗 has type 𝑘 and zero otherwise.

Then, for each user we can define their most likely POI type, as:

mostLikelyPOI𝑖 = argmax𝑘 ∈ 𝐶 (𝑝𝑖𝑘 )

To measure surprise of a user 𝑢𝑖 , we count the number of visits
observed during the test period that do not match the user’s most
likely POI:

surprisePOIType
𝑖

=

𝑚∑︁
𝑗=1
I(mostLikelyPOI𝑖 ≠ T𝑇𝑒𝑠𝑡 (𝑖, 𝑗)) · T𝑇𝑒𝑠𝑡 (𝑖, 𝑗)

Our final anomaly score of each user is then defined as the sum
of the two surprise scores:

AnomalyScore𝑖 = surprise𝑖 + surprisePOIType
𝑖

(10)

where surprise𝑖 is the User-POI Matrix Surprise described in Sec-
tion 4.2.1 and surprisePOIType

𝑖
is the POI Type Surprise described

in Section 4.2.2.

5 Experimental Results and Environmental
setup

In this section, we conduct a comprehensive evaluation of our neu-
ral collaborative filtering model using multiple simulated and real-
world datasets. The subsequent parts of this section will provide
detailed information about each dataset, including their anomaly
characteristics and the specific preprocessing steps applied. Addi-
tionally, we will outline the anomalous settings and configurations
in the simulated datasets used for our model. resent a thorough
evaluation of our model’s performance.
5.1 Experimental Datasets
To evaluate the performance of our proposed model, we utilized
simulated and real-world dataset. The simulated datasets were gen-
erated using the Agent-Based Patterns-of-Life Simulation (POL) [24,
68], while the real-world dataset was based on theGeoLife dataset [58,
59, 64].
5.1.1 Agent-Based Simulation of Patterns of Life. The Patterns of
Life simulation is an existing simulation that was designed to emu-
late human needs and behaviors in an urban environment [3, 26, 68].

Within the simulation, agents engage in activities that mimics real-
life actions, such as attending work, forming friendships, and par-
ticipating in social gatherings. These agents navigate a virtual en-
vironment modeled on real-world settings like roads and buildings,
sourced from OpenStreetMap.
In our study, we test our model on four distinct map setting: Fair-
fax County, Virginia (FVA); the French Quarter of New Orleans,
Louisiana (NOLA); Atlanta, Georgia (ATL); and Beijing, China
(BJNG). These dataset contains 450 days of normal life, followed
by an additional 14 days with introduce anomalous behaviors into
the regular patterns which serve as the training and test dateset. In
the 14-day test dataset, we identified three distinct types of anoma-
lous behaviors: hunger anomalous, social anomalous, and work
anomalous. Those anomalous behaviors are defined as follows:
• Hunger anomalous: An agent under this category becomes hun-
gry more quickly. Such agents have to go to restaurants or their
homes much more often to satisfy their food needs.

• Social anomalous: This type of agent randomly selects recre-
ational sites to meet and spend leisure time, rather than being
guided by their attributes and social network.

•Work anomalous: Agents in this category do not go to work
when they normally should be working.
These anomalies were further classified into three intensity lev-

els: red (high intensity), orange (mid intensity), and yellow (low
intensity). The detailed intensity levels are defined as follows:
• Yellow Anomalies: The agent displays anomalous behavior at
a low intensity. For example, a hunger anomaly with a yellow
intensity level experiences hunger more frequently than usual
but does not need to visit a restaurant or home as often as a red
intensity anomaly. For work and social anomalous, the yellow
intensity level indicates that the agents will behave anomalously
20% of the time.

• Orange Anomalies: The agent displays anomalous behavior at
a moderate intensity. For example, a hunger anomaly with an
orange intensity level feels hungry more frequently than nor-
mal and needs to visit a restaurant or home more often than
a yellow intensity anomaly, but less often than a red intensity
anomaly. For work and social anomalous, the orange intensity
level indicates that the agents will behave anomalously 50% of
the time.

• Red Anomalies: The agent displays anomalous behavior at the
highest intensity. For example, a hunger anomaly with a red
intensity level experiences hunger more intensely than other
anomalous and needs to visit a restaurant or home more fre-
quently. For work and social anomalous, the red intensity level
indicates that the agents will behave anomalously 100% of the
time.

5.1.2 Real World Dataset. The real-world dataset for this study
was derived from the Microsoft Research Asia’s GPS Trajectory
dataset [64]. We employed an stay-point extraction algorithm [63]
to transform the data into a check-in pattern suitable for our studies.
Subsequently, we utilized OpenStreetMap to categorize locations
into four groups: apartments, workplaces, recreational, and restau-
rants. Given the extensive range of categories in OpenStreetMap,
we manually classified them into these distinct groups. Following
preprocessing, agents with fewer than 50 records were excluded,
yielding a final dataset consisting of 69 agents. This refined dataset
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ATL NOLA

Model Top-10 Hits Top-100 Hits Top-150 Hits AUC score Top-10 Hits Top-100 Hits Top-150 Hits AUC score

OMPAD 0 4 5 0.4782 1 1 1 0.4509
DSVDD 10 28 29 0.6171 9 17 26 0.6098
DAE 1 6 7 0.4759 0 3 6 0.4937
ECOD 3 12 15 0.5357 4 18 23 0.6274
IForest 2 6 11 0.5136 0 5 13 0.5247

NCF 9 35 43 0.6853 7 44 58 0.7760

FVA BJNG

OMPAD 1 1 1 0.4796 1 5 6 0.4370
DSVDD 5 19 24 0.6329 10 29 33 0.5643
DAE 3 12 17 0.5404 1 7 14 0.5474
ECOD 1 12 14 0.5318 1 17 23 0.5778
IForest 2 7 13 0.5616 0 7 13 0.5274

NCF 7 33 41 0.6673 9 42 48 0.7209

GeoLife

OMPAD 0 0 1 0.0552
DSVDD 4 9 16 0.8714
DAE 4 4 7 0.4422
ECOD 4 6 11 0.6977
IForest 3 5 11 0.6531

NCF 3 6 7 0.6236

Table 2: Anomaly detection performance. For each dataset, the highest AUC scores are highlighted in bold, and the second-
highest scores are underlined. We report Top-5/10/25 Hits for GeoLife dataset due to its size constraint.
includes 14,080 training trajectories and 3,552 test trajectories, span-
ning a period of over four years. Within this dataset, we introduced
a specific type of anomaly known as the "imposter anomaly," where
an agent switches trajectories with another agent after a certain
point in time. The dataset was divided into two segments: 80% for
training, using the stay points, and the remaining 20% for testing,
where anomalous were introduced.

5.2 Experimental Settings
In this section, we introduce our competitormethods and evaluation
metrics.

5.2.1 Competitor Methods: We compare with several trajectory
anomaly detection methods, including non-deep learning methods
and learning methods:
OMPAD [6] is an anomaly detection method that analyzes objects’
movement patterns by counting the types of locations they visit. It
identifies abnormal activities by measuring the deviations in mov-
ing trends compared to established normal patterns.
DSVDD [43] is a deep one-class classification based anomaly de-
tection method. We generalize it to handle the task of semantic
trajectory anomaly detection in a most intuitive way. We map the
weekly trajectories of each user to a high dimensional sphere by
a deep neural network encoder. Then the distance of trajectories
from the sphere’s surface is quantified as an anomaly score.
DAE [17, 65] is a widely-used anomaly detection method that
leverages a deep autoencoder. Utilizing an encoder-decoder model
architecture, it reconstructs input trajectories, and the resulting
reconstruction error is used as an anomaly indicator, signifying
deviations from the normal pattern.

ECOD [30] is an unsupervised anomaly detection algorithm that
uses empirical cumulative distribution functions to identify anoma-
lous without requiring parameter tuning, offering both efficiency
and interpretability.
IForest [31] is an algorithm detects anomalies by recursively parti-
tioning data, isolating anomalous based on shorter path lengths in
a forest of random trees.

5.2.2 Evaluation Metrics. To rigorously evaluate the performance
of our anomaly detection methodology, we utilize the Top-K hits
metric. In our approach, users with the K highest anomaly scores are
designated as anomalous. The number of hits serves as an indicator
of the method’s efficacy in accurately distinguishing anomalous.
The Top-K hits of the model refer to the true positives, representing
the anomaly users correctly identified within the top K ranked
predictions made by the model. For our evaluation, we specifically
use Top-10, Top-100, and Top-150 hits. However, for the GeoLife
dataset, we report Top-5/10/25 hits instead of Top-100 due to anom-
aly number constraints. Furthermore, we employ the area under
the receiver operating characteristic curve (AUC) as an additional
evaluation metric.

5.3 Anomaly Detection Results
Detection Results: Table 2 presents the anomaly detection per-
formance of our proposed method alongside several competitive
methods. In the table, the highest AUC scores for each dataset are
highlighted in bold, while the second-highest scores are underlined.
The results show for the four simulated datasets, our NCF model
always achieves the highest AUC scores by a substantial margin
compared to other machine learning and non-machine learning
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ATL NOLA FVA BJNG

Category Red Orange Yellow Red Orange Yellow Red Orange Yellow Red Orange Yellow

Hunger 0.30 0.23 0.30 0.40 0.53 0.33 0.36 0.30 0.30 0.40 0.43 0.43
Work 0.40 0.30 0.10 0.70 0.40 0.30 0.50 0.20 0.10 0.50 0 0.20
Social 0.60 0.40 0 0.50 0.10 0 0.30 0.10 0 0.30 0 0

Table 3: Recall of each category in the top 150 predictions of each dataset. (Recall@150)

Figure 6: The anomaly ranking among four datasets
methods. However, for the GeoLife real-world dataset, our proposed
method is significantly outperformed by state-of-the-art methods.
We explain this by the extreme sparsity of the GeoLife dataset. This
dataset captures only 182 across all of Beijing, China. Having so
few users, there are very few cases where the same place is visited
by more than one unique user. Thus, the resulting User-POI ma-
trix only has one non-zero value in most columns. This makes it
impossible for the matrix factorization to successfully apply any
collaborative filtering. Thus, Table 2 shows promising results in the
case where we have more dense data (for all users and all places).
But for extremely small datasets like GeoLife, collaborative filtering
is not able to infer any common topics and features among the
users and places due to a lack of examples where different users
visit the same place.

To give more insights on the quality of the anomaly scores re-
turned by NCF, beyond a single AUC-PR score, Figure 6 shows how
true positives and true negatives are distributed across the anomaly
score ranking. We observe a clear correlation that true positives
are frequently among the highest ranked anomaly scores.
Detailed Detection Count for Types of anomalous: To evalu-
ate the detection performance for each anomaly category Table 3
provides the true positive detection count per category in the top
150 predictions of each dataset. This result indicates that, in most
cases, our model consistently achieves high detection accuracy for
anomalous with the highest intensity, particularly demonstrating
heightened sensitivity to categories involving significant spatial
changes. This observation indicates that our method is particularly
sensitive to variations in spatial patterns but less responsive to
temporal patterns.

6 Conclusions and Future Work
In conclusion, this paper presents an unsupervised method for
detecting anomalous in human trajectories using a neural collabo-
rative filtering model applied to user-level spatiotemporal datasets.

Our approach effectively addresses challenges such as data spar-
sity and imbalance by leveraging the strengths of the collaborative
filtering module and neural network components, which signifi-
cantly mitigate these issues. Comprehensive experiments on our
five datasets validate the effectiveness and efficiency of the pro-
posedmethod, which shows substantial improvements in accurately
detecting anomalous within complex spatiotemporal datasets. For
future research, we aim to explore the impact of geolocation embed-
ding factors on model performance across various types of anom-
alies. Additionally, we will investigate incorporating more noise
data to enhance the robustness of anomaly detection in real-world
scenarios.
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